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Wireless Configuration Instructions for Windows XP

These instructions will configure your wireless connection to the RU-Secure wireless network. It will allow
you to authenticate and browse using a higher level of security and protection.

Requirements:

e These instructions will assume you have the latest Windows updates and are using Windows to
manage your wireless connection and not a 3" party vendor’s program (Intel etc)
¢ You must be logged in as an Administrator

Instruction Diagram

1. At the bottom right of your screen, on the
taskbar, click on your wireless icon and
click Open Network Connections.

Change Windows Firewall settings
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2. From the Network Connections window,

right click on Wireless Connection and Fle Edi View Faverites Tooks Advanced Help
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From the Wireless Network Connection R sliaoniestion Dipiieitive
Properties window, select the Wireless
Networks tab.

General( Wireless Networks Yadvanced

4 C'ICk Ad d under the Preferred n etworks g2 Windows to configure my wireless network, settings
section, to add the Ryerson wireless pslinkle mebiimts:
To connect to, disconnect fram, or find out mare infarmation
network, RU-Secure. about wireless networks in range, click the button below.

Yiew Wireless Metwarks

Preferred nebwarks:
Automatically connect to available networks in the arder listed

below:
add. )
Learn about zetting up wireless network
[ 0K ] [ Cancel ]
5. From the Association tab complete the s ettt i =S

following: .. '
Azzociation Duthenticati C fi
2. Network Name (SSlD) _ RU-Secure Asuthertication | Connection

b. Network Authentication — WPA2 heknerk pame (35101

c. Data encryption — AES [] Connect even if this network iz not broadeasting
Wwireless network, key
6. Clle the Authenti CatiO n tab next — Do This network requires a key for the following:

NOT click OK Metwark Authentication: @ i
Data encryption:

| '.<;

[ ok | l Cancel
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From the Authentication tab, for EAP

type select Protected EAP (PEAP).

8. Uncheck the Authenticate as computer
when computer information is available
option.

9. Click Properties.

v

Coopene P

henticate az computer when computer information iz available

[] Authenticate as guest when user or computer infarmation is
unayailable

ar ] [ Caticel

3

10. From the Protected EAP Properties Protected EAP Properties
window, click Configure...

When connecting:

‘Walidate server certificate

|:| Connect to these servers:

Trusted Root Certification Authoritias:

[ |:| &M HET SecureMet CA Rook £
[] certiposte Classe & Personne |
|:| Zertiposke Serveur
[] certisign - Autoridade Certificadora - ACZ
[] certisian - Autaridade Certificadora - AC4
[] certisign Autoridade Certificadora AC15
[] certisign Autoridade Certificadora ACES ~ |

[ | »

|:| Do not prompt user ko authorize new servers or krusked
certification autharities,

Select Authentication Method:

:Secured password (EAP-MICHAR v2) - ’

Enable Fast Reconnect
[JEnable Quarantine checks
[]Discannect iF server does nat present cryptobinding TLY
k. ] [ Cancel
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Instruction Diagram

. From the EAP MSCHAPV2 Properties
window, ensure that the checkbox is
unchecked. _
12. Click OK. YWw'hen connecting:

tytomatically use my_"-;\-j'in-:luws logon name and
13. Click OK on the remaining screens to close gssword [and domain if any).

all open windows.

EAP MSCHAPvZ Properties

l OF. J[ Cancel ]

Connecting to the Ryerson Network

1. Your computer will now connect to the new
network automatically. Wait a few i s et G a e x
moments and the Wireless Connection Click here to select a certificate or other credentials for

. . conneckion ta the network RU-Secure
prompt will display on the taskbar, at the
bottom right of your screen.
2. Click Wireless Connection to continue.

3. The Enter Credentials window will
display. Type in your username and
password:

a. Students/Faculty: Use your
my.ryerson credentials
b. Staff: Use your CFAPS credentials
4. Leave the Logon domain blank. Click OK

Enter Credentials

User name: | |

Password: | |

Logon domain: | !

94 ] l Cancel
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Once again, the Wireless Connection
prompt will appear on the taskbar at the
bottom right of your screen.

6. Click Wireless Connection to continue.

il WirelessConnection

Click here to process your logon information For the nekwork,
RU-Secure

B, tzionem

7. From the Validate Server Certificate
window, click OK.

Validate Server, Certificate

The Rook Certification Authority For the server's certificate is:
Entrust.net Secure Server Certification Authority

IF this is the correct certificate, click G to connect and you will not see

this message again, Click CAMCEL to drop connection.

[ View Server Certificate

Ok H Cancel ]

You will now be connected to the RU-Secure wireless network. Your credentials are now cached and
you will automatically be authenticated when you are within range of the wireless signal.

***pPLEASE NOTE***: For security reasons we recommend that you do NOT cache your credentials.
This is especially important for laptops that will have multiple users.
Please follow the remaning steps to disable this feature.

Disable Cached Credentials @E|

1. To remove your wireless credentials each
. . - Twpe the name of a program, folder, document, or
time you IOg off the computer you will need rﬁ Internet resource, and Windows will open it for you,
to setup a killeap.bat file. Using Notepad
create a file called killeap.bat. Click Start

eny( | notepad c:\kileap.bat

s

> Run.
2. Enter: notepad c:\killeap.bat o | [ e ] [ m—
3. Click OK. ———
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new file.

4. From the Notepad window, a prompt will
display, Cannot find the notepad : -

c:\killeap.bat file. Click Yes to create a "j Cannaot find the c:killeap.bat File,

Do wou vant to create a new Ffile?

l Yes J [ Mo ] [ Cancel ]

5. Notepad will open. Enter the following text

onone Ilnel please nOte that It IS case reg delete HKCU‘{SEFEW’&!"E'\M“ICI"DSDFI"\EAPOL\USEFEapIHFD Pas

sensitive.

Highlight and copy the following to
notepad file:

File Edit Format “iew Help

your

reg delete HKCU\Software\Microsoft\EAPOL\UserEapIinfo /f

6. To save this file, click File > Save.

7. To exit Notepad, click File > Exit.

B Killeap. bat - Hotepad

FEM Edi) Format  Wiew Help
B ctl+M FtwareiMicrosoft\EAPOLMNUserEapInfo /F

Osen EErHO
SVE e

Page Setup...
Print... Chrl+P

Exit

ap.bat - Notepad

Format  Wiew Help

Tlew cti+l Ctwarewwicrosofth\EapoLM\UsereapIinfo A
QpeEn.., Chrl+O

Save Chrl+5

Save As..

Page Setup...

Print... Ckrl+P

SCTE—

Ryerson Wireless Instructions for XP Computing and Communication Services - Ryerson University




CCS

COMPUTING AND COMMUNICATIONS SERVICES

CCS Help Desk
416-979-5000 ext. 6806
help@ryerson.ca

CCS Reception
LIB-B99
350 Victoria Street, Toronto

Instruction Diagram

8. To run the script manually at any time to
clear your credentials click Start > Run.
9. Enter: c:\killeap.bat

10. Click OK.

The following instructions will automatically
remove your wireless credentials each time you
logoff. We now have to add the file to your
Windows policy.

11. Click Start > Run.
12. Enter: gpedit.msc
13. Click OK.

14. From the Group Policy windows, click +
beside User Configuration to expand the
option.

15. Click + beside Windows Settings

16. Click Scripts.

Ryerson Wireless Instructions for XP

Run @g|

- Type the name of a program, Folder, document, ar
rﬁ Internet resource, and Windaws will open it Far you,

| cikileap.bat

][ Cancel ][ Browse, .. ]

Run EJE|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For you,

H Zancel ][ Browse, .,

it Group Policy

File  Action  Miew Help

¢ = IIII BB &£
_j Lu:u:al Caomputer Palicy I

= Cnmputer Zonfiguration
o I:I Software Settings
- [L] windows Settings L
-2 Administrative Templates
= @ Ilser Configuration
=-E3 SDFtware Settlngs O

- Ef Security Settings

#-#] Internet Explorer Mainl
+- 2] Administrative Templates
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17. From the right side of the window, double  Group Policy

Flle  Action View  Help

click Logoff. o BEEE 2@

| S Local Computer Policy | T =
B| Scripts (Logon/Logoff
= @) computer Canfiguration & pts (Logon/Logoff)

Suftware Settings

windows Settings Logoff

Administrative Templates

User Configuration

- (] Software Settings Description:

=+ (23 Windows Settings Contains user logoff scripts.
2] Scripts (Logon/Logoff)

G 5B Security Settings

& ) Internet Explorer Mainl

- (L Administrative Templates

Display Properties

< | %I Extended A Standard

18. From the Logoff Properties window, click s
Add . !"Scripts |

Logoff Scripts for Local Computer

Mame Parameters

o |
d
Remowve

To wiew the zcript files stored in this Group Policy Object, press
the button below.

Show Files. ..

|_ ak. J[ Cancel ][ Apply ]

r

19. For Script Name enter c:\killeap.bat Add a Script
20. Click OK.

cikileapbal ) || Browse.. |
v

Script Parameters:

|_ Ok, J [ Cancel
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Instruction Diagram

21. From the Logoff Properties window, the
new script name will display. Click OK.
22. Close the Group Policy window.

Logoff Properties

Scripts

*ﬁ Logoff Seripts for Local Computer
=3

Parameters

ohkilleap. bat

Add...

To wiew the script files stared in thiz Group Policy Object, press
the button below.

Your credentials will now be removed each time
your log off your computer. [

0K H Cancel ][ Apply
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