CC S CCS Help Desk CCS Reception
416-979-5000 ext. 6806 LIB-B99
COMPUTING AND COMMUNICATIONS SERVICES help@ryerson.ca 350 Victoria Street, Toronto

RU-VPN Installation Instructions
(Windows Vista and Windows 7)

An RU-VPN id allows authorized users to access Ryerson’s Administrative Systems via the internet. RU-VPN
utilizes a digital “certificate” that is installed on your PC together with a login password. RU-VPN provides
further security by creating a Virtual Private Network (VPN), which is like a “secure tunnel” through which all
communication between the user PC and Ryerson must pass. All data transmissions are “encrypted” so that
they cannot be read while traveling across the Internet.

Hardware and Software Requirements

Pentium PC running Windows VISTA or Windows 7
10 MB of free hard disk space

An RU-VPN certificate/ID and password

Access to the Internet

A valid my.ryerson username and password

Note: If you do not meet or understand the above requirements, contact the CCS Help Desk for information
before proceeding.

Instruction Diagram

If you previously installed OpenVPN on your PC,
please uninstall OpenVPN and reboot your system.
You can use the OpenVPN, .p12 certificate you
previously received from the CCS Helpdesk for
RU-VPN.

Step 1 - Getting an RU-VPN ID and Password

1. Once your request for RU-VPN has been
processed by the CCS Help desk, you will
receive a confirmation email containing an
attachment username.p12 (where
username is your RU-VPN certificate/ID eg.
jdoe.pl2).

2. Save the file received from the CCS Help
desk to a USB drive or on your local drive
(on your local desktop). You will need this
to install RU-VPN.
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Step 2 - Downloading the RU-VPN software i =
The server puma.ryerson.ca at Use your email account login requires a
username and password.

1. From the CCS download web page
http://www.ryerson.ca/ccs/software/downloa s e |
ds/security/ find RU-VPN and click = |
DOWﬂlO&d fOf WIndOWS VISta OI' 71 Remember my credentials
Windows 7. Check your Operating System
before selecting the file to download. ok ]
2. Atthe Connect to puma.ryerson.ca
screen, type in your my.ryerson username
and password. Click OK.
3. Atthe File Download screen, click Save. [ Fite Downlosd - Security Warning [
Save this file to your desktop or your Local R ——
Disk (C:). _
‘F‘ Name: RU-VPN32bitandXP.exe
i Type: Application, 1.67MB
From: puma.ryerson.ca
Run ] [ Save | [ Cancel J
3 While files from the Intemet can be useful, this file type can
[ 3",' potentially ham your computer. If you do not trust the source, do not
|| =’ run or save this software. What's the risk?

Step 3 —Installing RU-VPN

2 R,
1. Before install, make sure that the RU_:;;m‘a Wi
RU-VPN32bitandXP.exe or ndXP. exe '
RU-VPNG64bit.exe file and your .p12 file are
located on your desktop. Check your
Operating System when selecting the exe
file. [
Note: If an old version of OpenVPN is s
already installed on the computer, please il
uninstall first and reboot before proceeding. 2 e
Pin to Start Menu
2. Locate the downloaded file. Right click E] Scanvith Malwarebytes' Anti-Malware

RU-VPN32bitandxp.exe or
RU-VPNG64bit.exe and select Run as
administrator.

Note: Running as administrator is
mandatory.
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3. If a Security Warning screen appears, User Account Control

click Allow (I Trust this program) or Run £ An unidentified program wants access to your computer
to continue. . ‘

Don't run the program unless you know where it’s from or you've used it

before.

& 1 RU-VPN32bita ndXP.exe
Unidentified Publisher
< Cancel

1don’t know where this program i from or what t's for.

2 Allow
1 trust this progeam, [ know where it's from of I've used it before.

V! Details

User Account Control helps stop unsuthorized changes to your computer,

x4

The publisher could not be verified. Are you sure you want to run this
software?

Name: RU-YPN32bitandXP.exe
Publsher: Unknown Publisher

[ &n | oontren |

This fle does not have a vald dgital signature that verifies its publsher. You
should only run software from publishers you trust. How can [ decide what
eftvare to un?

4. When prompted Beginning RU-VPN Zjl 7-21P SFX archive
installation, click Yes. —

(e} Beginning RU-VPN installation

[ Yes 1| Mo |
5. If the TAP-Win32 screen displays with, x|
W0u|d yOU ||ke to InSta” th|S deV|Ce Would you like to install this device software?
SOftware?, CIiCk InSta”- ~  MName: TAP-Win32 Provider V3 Network adapters

A puplisher: OpenVPN, Inc

[~ Always trust software from "OpenvPN, Inc.", Install I Don't Install

|4 You should only install driver software from publishers you trust, How can I decide
~ which device software is safe to install?
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6. Atthe Installation successful screen, click
OK.

Installed RU-VPN before receiving p12 file?

1. If you installed the RU-VPN software before
you received your pl2 file. Place the p12
on desktop.

2. Using Windows Explorer go to:
e For 32-bit Operating System:
c:\Program Files\OpenVPN\config
e For 64-bit Operating System use:
c:\Program Files (x86)
\OpenVPN\config

3. Right click configurepl2.bat and select
Run as Administrator. This will copy p12
file into this directory

Note: Running as administrator is
mandatory.
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&l 7-71P SFX archive [

(0] Installation Successful

|

<« Local Disk (C:) » Program Files (86) » OpenVPN » config

|| File Edit View Tools Help l

Organize > [ Open  Print  Bum  Newfolder 2~ A e
Favorites \ p
B Desktop b {V» | ol
m

| I Downkieds dlientovpn | configurep | READMES®  takey  usemame
% Recent Places 12bat
53 Libraries
¢ Documents
o) Music
) Pictures

[ videos

f /% Computer

& local Disk(C)  ~
(onhgurepl2 bat Date modified: 3/31/2010 2:28 PM Date created: 8/24/2010 3:16 PM
Vindows Batch File

it Size: 321 bytes

« Local Disk (C) » Program Files (86) » OpenVPN » config

4 X
|4 Search config
| Ele Edit View Tools Hep
Organize v (=) Open Print Bum New folder #H 0 &

— 7
n B Desktop | [

# Downloads client.ovpn | configurep Open
%0 Recent Places 12bat

G Libraries

= Documents

& Music
=l Pictures U Scan for threats.
B videos K Scan with Malwarebytes' Anti-Malware
Restore previous versions
1% Computer
= Sendto »
| & localDisk(C) ~
Cut

configurep12.bat Date modified: 3/31/201(
ndows Batch File Size: 2 byte  Copy

Create shortcut
% Delete

% Rename

Propetties
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Step 4 - Running RU-VPN

1. If you are at home, make sure you are
connected to the Internet. If you are at
Ryerson, make sure you are connected to
the Ryerson Internal Network, RIN.

Run as administrator

Scan for threats...

Pin to Taskbar

2. From the desktop, find the RU-VPN icon. Pin to Start Menu
Right click on the icon and click Run as 1 | Scan with Mahwarebytes' Anti-Malware
Administrator. A new icon will display in Restare pisviuiisvetsions
the taskbar at the bottom of your screen. Send to
Cut
Note: Running as administrator is i
mandatory. Cieate ShaitenE

Delete

Rename

Properties

3. To setup the RU-VPN icon to always run as |5 Ru-vPN GuI Properties
administrator; right click on the icon and [ Secuty | Detals | Prevosves
click Properties. Select the Compatibility [ - Sereel [ sheto [ C_Comeettit
tab and check Run this program as an ot e of Hihiows s the compotoy modo s

matches that earier version.

ad m | n | Stl’atOI’ C“Ck OK Help me choose the settings
Compatibility mode

[C]{Run this pi

Windows XP (Service Pack 3)

Settings

I [ Run in 256 colors

[ Run in 640 x 480 screen resolution

[ Disable visual themes

[ Disable desktop composition

[ Disable display scaling on high DP settings

Frivilege Level
Run this program as an administrator

[ Change settings for all users ]

OK | [ Cancel || foply

—
3:26 PM
4. Double click the RU-VPN icon. “ g [ L 8/24/2010
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5. At the OpenVPN window, you will be
prompted for your password. This is the
RU-VPN password that was provided by the
CCS Help desk. Type in your password and
click OK.

6. After the password is entered, RU-VPN will
begin to connect. The transactions between
client and server will take up to 20 seconds.
Once the process is completed the icon will
turn green and you will see a message
Client is now connected.

7. When you are finished with RU-VPN you
can disconnect by right clicking on the
green icon. Click Disconnect.

This will end your connection to RU-VPN.

You can now delete from your desktop the
username.pl2 and RU-VPN.exe files.
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®* Open¥PN Connectio
Current State: Connecting

Fri Sep 04 09:44:23 2003 OperPN 2.1_beta? Win32-MinGw/ [S5L] [LZ02] built on Mov 12 2005
Fri Sep 04 09:44:23 2009 WaRNING: No server certificate verification method has been enabled. See http://c

=0l x|

4| i

Disconnect

Reconnect

@ client is now connected. * *
Assigned IP: 172.28.96.198

,

N N1

328PM |

8/24/2010

Connect

[ Disconnect )
Show Status

View Log

Edit Config

Change Password
Proxy Settings

About
Exit

sz |

8/24/2010

| [l D
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Changing RU-VPN Password Connect

Disconnect

1. Although you have been assigned a Show Status

temporary password, it is advisable to
change that password to your own
password now. Right click the RU-VPN
icon, at the bottom of your screen and
select change password.

Proxy Settings

About

Note: If RU-VPN is installed on more than
one computer, please reset the password
on all machines.

Customize...

330PM | |

8/24/2010

il A

2. Enter your assigned temporary password in W9 Change Password (client) ‘
the Old Password area. Then enter your
own new password in the New Password
area and enter it again in the Confirm New

Password area and click OK.

0ld Password: I

New Password: I

Confirm New Password: |

Note: The rules for the password are: ok | Cancel | I
minimum 8 characters in length must
contain at least one numeric character and

at least one capitalized letter.

IMPORTANT NOTE:

Ryerson is taking the issue of security very seriously. It is imperative that you disconnect your RU-VPN
session when you are finish with accessing any of the Ryerson systems or when your computer will be left
unattended and unsecured for some period of time during the day.

Leaving your active RU-VPN session open and unattended provides others with the opportunity for message
forgery and other misuse, attributing them to you and creating an embarrassment to you and possibly
compromising the integrity of Ryerson. This is especially important for people who share computers or have
their computer located in a public area.

Some basic safeguards which can be used to aid data security are:

* Disconnect your RU-VPN session and logout from your PC during periods of absence. (e.g. coffee break,
lunch, meetings etc.)

* Lock your office or room during periods of absence during normal working hours.

» Always use a screen saver password and a computer power-on password.
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