CCS CCS Help Desk CCS Reception
416-979-5000 ext. 6806 LIB-B99
COMPUTING AND COMMUNICATIONS SERVICES help@ryerson.ca 350 Victoria Street, Toronto

Secured Access Method (SAM)
Installation Instructions

A Secured Access Method (SAM) ID will allow authorized users to access Ryerson’s Administrative Systems
via the internet. SAM utilizes a digital “certificate” that is installed on your PC together with a login password.
SAM provides further security by creating a Virtual Private Network (VPN), which is like a “secure tunnel”
through which all communication between the user PC and Ryerson must pass. All data transmissions are
“encrypted” so that they cannot be read while traveling across the Internet.

Hardware and Software Requirements

 Pentium PC running Windows 2000 or Windows XP
« 10 MB of free hard disk space

* A Secured Access Method (SAM) ID and password
» Access to an Internet Service Provider (ISP)

» A valid my.ryerson user name and password

Note: If you do not meet or understand the above requirements, contact the Help Desk for information before
proceeding.

Instruction Diagram

Getting your SAM ID and Password

1. After your request for the SAM ID has been
processed from the CCS Help desk, you will
receive an email confirmation containing an
attachment called yourname.epf (where
yourname will be your SAM ID e.g. jdoe.epf).

2. Save the yourname.epf file to USB drive or
on your local drive.
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Instruction Diagram

Installing the SAM Software

=
1. From the CCS download web page T \
http://www.ryerson.ca/ccs/software/downloa
dS/SeCUfIty/ flnd SAM (Secure Access The server puma.ryerson.ca at Use your email account login
Method) and click Download (all other WIN EGUES @ USRS BNt FEestioe)
VeI’SiOI’lS) User name: Iﬂ jdoe j
Password: I ITTTITY T Y
2. Atthe Connect to puma.ryerson.ca
screen, type in you’re my.ryerson username
and password and click OK. o | cancel
3. Atthe File Download screen click Run. ]
Do you want to run or save this file?
Note: Internet Explorer 5.x users may see a Neme: ryssam.exe
different File Download screen. Ensure that Jope doplaten, 1,508
Run this program from its current A
location is selected and click OK. E gve ||| B
0 ﬁ] While filﬁs ;:om the Intermet can‘::e uszfu\, this file EDE can 4
. . . ' potentially harm wour computer. [Fpou do not trust the source, do not
If a resumng Secunty Warn|ng screen S50 un ar save this software, What's the risk?

appears, click on Yes to continue.

Ryerson SAM ¥4.65

4. Atthe InstallShield Wizard Complete
screen, ensure that Yes, | want to restart
my computer now is selected, and click
Finish.

InstallShield Wizard Complete

The InstallS hield Wizard has successfully installed Fyerson
SAM. Before you can s the program, you must restart your
computer,

€ Mo, | wil restart mp computer ater.

SAM has now been installed and your
computer will now restart.

Remove any disks from their drives, and then click Finish to
complets setup

<Back Finh | Cancel

Running the SAM Client

1. Using Windows Explorer, copy the
yourname.epf file you received from the
CCS Help desk, into the c:\Program
Files\ryesam folder.
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Instruction Diagram

2. If you are at home, connect to your Internet
Service Provider (ISP). If you are at
Ryerson, make sure you are connected to
the Ryerson Internal Network, RIN.

R, Contivity ¥PN Client x|
Fie Edit Options Help

Conrection [54M - Entrust =]

3. Torunthe SAM Client, double-click the
Ryerson Extranet icon on your desktop.
The Extranet Access Client screen will
display.

Description ISAM and Entiust Authentication

Dialup |[None]

Cetfificate [ Frogram Files'uye

Password

g
[ Save Password Recaver Profile. ..

e B
Destination [rudolph.iverson. ca View Detals

Change Password

Connect C Delete

4. Click the Tool Icon button at the right side of
the Certificate. Select Open and locate the
yourname.epf file in the c:\Program
Files\ryesam folder, then select it.

Note: You only need to do this step the first
time you run the Sam Client - it will
remember your .epf file for the next time.

5. Although you have been assigned a I
temporary password, it is advisable to
change that password to your own password e I T _ =
now. Click the Tool Icon button at the right crien: |

Dislup I[None] j ﬁl

Cerfiicate  |C\Piogram Fies'iye fiow, . —E|

- g l— Open...
Easswor @pen from smartCard, .

[ Save Password Recaver Profile. ..

side of Certificate and select Change
Password. You will now get a Change
Password window

Options,., L

Destination |rdolphiversonca &0 Detalls
Change Password T
—_—————
c

Connect | Delete

Note: The rules for the password are:
minimum 8 characters in length, must
contain at least one numeric character and
at least one capitalized letter. Enter your

assigned temporary password in the Old x|
Password area. Then enter your own new Eﬂ Entrust Cericate User Froffe

password in the New Password area and QdPesswod [

enter it again in the Verify Password area New Password [

and click the OK button. This will bring you ety Password [+

bgck to the Extranet Access Client o ] —
window.
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6. Type in your new password in the 'f"f" =
. ole  Ear Uptons  OElp
Password box and click the Connect on the
Extranet Access Client screen. Extranet |[ece BRI |
?:‘l:ic::: Description ISAM and Entiust Authentication
Note: Due tp security reasons your ST =1l
password will never be saved - therefore you
must enter your password every tlme Certificate |C\Program Fileshryesam'ypoumame. epf ﬁl

Passwo; I
ave Fassword

Destination |rudo\ph Iyersan.ca

[ Corrnect | Cose | Save |
7. You will now see a connection attempt (a x|
yellow arrow going in circles). Then you'll get
a Connection Established window. Click I ;
OK. You will now get a small R icon in the Ay Y SEnnEEtEn
Taskbar at the bottom of your screen. Ta Disconnect or monitor the connection,
click on thn_a Eu:un_tivity WP Client icon
You can now connect to any of the Ryerson on the right side of the Taskba.
Administrative Servers for which you are I Do not show this message in the future
authorized.
8. This R icon will turn green when there is
communication between your desktop/laptop
and the remote Ryerson server you are
accessing. At this point you have an
encrypted and secured tunnel from your
desktop/laptop to a Ryerson Server. Any
other connection to non Ryerson sites, while
the tunnel is up, will not go through this
tunnel.
Note: SAM will automatically disconnect
after one hour of non-use.
9. To end the encrypted connection, right click X|

the R icon on the Taskbar and select
Disconnect Contivity VPN. You will be
prompted, Disconnect SAM - Entrust?
Click Yes. It may take a few seconds to
disconnect.
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