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Landmark Resolution Passed to Preserve                    
the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 – A landmark Resolution by 
Ontario's Information and Privacy Commissioner, Dr. Ann 
Cavoukian, was approved by international Data Protection and 
Privacy Commissioners in Jerusalem today at their annual 
conference. The resolution recognizes Commissioner 
Cavoukian's concept of Privacy by Design - which ensures that 
privacy is embedded into new technologies and business 
practices, right from the outset - as an essential component of 
fundamental privacy protection. 

Adoption of “Privacy by Design” as an International 
Standard
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Why choose Privacy by Design?
Privacy by Design – The Framework

Privacy by Design  

Concept

• Privacy by Design is an internationally recognized privacy 
standard that has been endorsed globally by Data Protection 
Authorities and Privacy Commissioners, since 2010.

• It means building privacy into the design, operation and 
management of IT systems, networks and business processes.

• Privacy by Design is structured around 7 Foundational Principles 
that exist as the baseline for robust data protection.  It has been 
translated into 40 languages.

Value Proposition

• Treats privacy as a competitive advantage to earning customer 
loyalty and trust.

• Enables wider adoption of new technologies.

• Minimizes risk of privacy infractions, security breaches and 
associated reputational impacts, or retrofitting systems.

• Provides a framework for GDPR readiness.
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The 7 foundational principles
Privacy by Design

Privacy by Design  

Proactive not reactive:  preventative not remedial1

Privacy as the default setting2

Privacy embedded into design3

Full functionality: positive-sum, not zero-sum4

End-to-end security: full lifecycle protection5

Visibility and transparency: keep it open6

Respect for user privacy: keep it user-centric7
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36th International Conference of 
Data Protection and Privacy 
Commissioners held in October 
2014 declared Privacy by 
Design as a key selling point of 
innovative technologies.

Mauritius Declaration on the 
Internet of Things
By Jacob Kohnstamm and Drudeisha Madhub, October 
2014
http://www.privacyconference2014.org/media/16421/M
auritius-Declaration.pdf

Data processing starts from the moment the data 
are collected. All protective measures should be 
in place from the outset. We encourage the 
development of technologies that facilitate new 
ways to incorporate data protection and 
consumer privacy from the outset. Privacy by 
design and default should no longer be 
regarded as something peculiar. They should 
become a key selling point of innovative 
technologies.

Mauritius Declaration on the 
Internet of Things
By Jacob Kohnstamm and Drudeisha Madhub, October 
2014
http://www.privacyconference2014.org/media/16421/M
auritius-Declaration.pdf

Data processing starts from the moment the data 
are collected. All protective measures should be 
in place from the outset. We encourage the 
development of technologies that facilitate new 
ways to incorporate data protection and 
consumer privacy from the outset. Privacy by 
design and default should no longer be 
regarded as something peculiar. They should 
become a key selling point of innovative 
technologies.

International Data Protection 
and Privacy Commissioners 
passed a resolution in October 
2010 recognizing Privacy by 
Design as an essential 
component of fundamental 
privacy protection.
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Commissioner Dr. Cavoukian in Jerusalem at 
their annual conference. The resolution 
recognizes Dr. Cavoukian's concept of Privacy 
by Design - which ensures that privacy is 
embedded into new technologies and business 
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practices, right from the outset - as an essential 
component of fundamental privacy protection. 

Global Adoption of Privacy by Design
Heightened regulatory expectations in the EU

Privacy by Design  

The passing of the proposed 
EU General Data Protection 
Regulation (early 2016) 
mandates that Privacy by 
Design is part of an 
international privacy law that 
governs 28 countries in Europe.

EU General Data Protection 
Regulation Requires Privacy by 
Design and by Default
By Hunton & Williams, March 2015
Http://www.huntonregulationtracker.com

The proposed EU General Data Protection 
Regulation(“Regulation”) will require businesses 
to implement privacy by design (e.g., when 
creating new products, services or other data 
processing activities) and the default (e.g., data 
minimization). Businesses will also be required to 
perform privacy assessments to identify 
privacy risks in new products.

EU General Data Protection 
Regulation Requires Privacy by 
Design and by Default
By Hunton & Williams, March 2015
Http://www.huntonregulationtracker.com

The proposed EU General Data Protection 
Regulation(“Regulation”) will require businesses 
to implement privacy by design (e.g., when 
creating new products, services or other data 
processing activities) and the default (e.g., data 
minimization). Businesses will also be required to 
perform privacy assessments to identify 
privacy risks in new products.
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US regulatory endorsement of Privacy 
by Design

FTC leads the way

7Privacy by Design  

Privacy by Design has been endorsed by the Federal Trade Commission (FTC): 

In 2012, Jon Leibowitz, the former Chairman 
of the Federal Trade Commission (FTC) re-
enforced Privacy by Design by stating:

“… the concept of Privacy by Design is now a 
key pillar of our privacy approach together with 
greater transparency and simplified choice. 
Companies that adopt these three 
recommendations will be able to innovate to 
deliver new services that consumers can enjoy 
and protect consumer privacy.”

2010

2011

2012

2013

2014

2015

In the 2015 FTC’s report on the Internet of 
Things (IoT), Edith Ramirez, the Chairwoman, 
recommended that vendors should adopt 
Security by Design, data minimization and 
notice and choice for unexpected uses.

Report is available at:  
https://www.ftc.gov/system/files/documents
/reports/federal-trade-commission-staff-
report-november-2013-workshop-entitled-
internet-things-privacy/150127iotrpt.pdf

In 2010, the Federal Trade Commission (FTC) 
proposed a framework that calls on 
companies to adopt a ‘Privacy by Design’ 
approach by building privacy protections into 
their everyday business practices. 

Report available at:  
https://www.ftc.gov/news-events/press-
releases/2012/03/ftc-issues-final-
commission-report-protecting-consumer-
privacy



• Ryerson maps each principle to a set of objective, measurable 
privacy criteria and illustrative privacy controls: 

Background on Privacy by Design
Operational privacy control framework

Privacy by Design  

7 Principles 
Assessment 

criteria
Illustrative 
controls

Principle 1 1-7 1-20

Principle 2 8-10 21-34

Principle 3 11-13 35-40

Principle 4 14 41-42

Principle 5 15-23 43-80

Principle 6 24-25 91-84

Principle 7 26-30 85-95

Total 30 criteria 95 controls

• The privacy control framework is based on the General Data Protection Regulation and 
other international privacy legal requirements, including industry best practices and 
privacy standards (the Generally Accepted Privacy Principles, ISO/IEC 29100, ISO/IEC 
2700, ENISA), and regulatory guidance 
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Assessment report and certification shield
The Report

Privacy by Design Assessment Report
• Ryerson will receive a report that 

identifies any deficiencies/gaps in 
information system design, policies and 
practices with regards to GDPR, and 
provides recommendations to 
management for closing any privacy gaps 
before the organization can be certified by 
Ryerson. 

Ryerson’s PbD Certification Shield
• Once gaps are remediated, organizations 

may undergo privacy certification with 
Ryerson, who will issue a Certification 
Shield, which can be displayed on your 
company website and/or product or 
offering. 
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Assessment and certification steps
Process overview

• The organization will be responsible for closing any privacy gaps identified in the assessment, 
and must receive a “pass” rating to be certified by Ryerson.

• In turn, Ryerson will certify the organization’s product, service or process for three (3) years, 
provided that it continues to meet your obligations under Privacy by Design through Ryerson’s 
attestation process (to ensure against material changes).  

Privacy by Design  
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Step 1: Apply Step 2: Assess Step 3: CertifyStep 1: Apply Step 2: Assess Step 3: Certify
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Benefits of privacy certification
The Business Case

Privacy by Design  

Privacy drivers

 Heightened compliance obligations

 Rise in privacy breaches:  human error, 
employee indiscretion and cyber 
attacks

 Increased regulatory enforcement and 
class action lawsuits in Canada

 Increased privacy awareness and 
expectations from the public & GDPR!

Technology drivers

 Increased capability and demand for 
interconnectedness, data analytics 
and sharing of information to deliver 
a more fluid customer experience

 Increased use of cloud computing, 
mobile devices and Bring Your Own 
Device (BYOD)

Ensuring privacy and security—through every phase of the data lifecycle (e.g. collection, 
use, retention, storage, disposal or destruction)—has become crucial to: 

 Prevent reputational damage to your brand, including financial loss and/or liability 
associated with privacy breaches. 

 Foster greater consumer trust, confidence and loyalty. 

 Gain a sustainable competitive advantage by demonstrating to your customers and 
business partners that your data is secure and privacy is being well managed and 
continuously updated. 

 Minimize privacy compliance risk.

Key benefits

Problem 
statement:

massive privacy 
breaches

Solution:  Privacy 
by Design 

Certification
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Early Adopters
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Assessment Overview
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Privacy by Design Assessment
Objective
• Identify and remediate privacy risks by understanding current state of 

privacy & data protection
• Scope & Approach
• Assess an organization’s product, service, process or system against 

privacy by design principles and related privacy control framework using 
risk scorecard technique

• Deploy an assessment team of multi-disciplinary privacy and security 
professionals, including technologists and privacy lawyers

Methodology 
• Analyze technology and related architecture, data flows, supporting policy 

and governance documents, corroborated by interviews
• Evaluate whether the privacy or security control(s) exist and are designed 

properly
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Focus on data lifecycle management and controls  
Evaluation Criteria

People – e.g. common pitfalls arising from lack of employee awareness, 
management support, availability of guidelines and manuals, and mechanisms 
for communicating information handling and privacy practices.
Process – e.g. the type of personal information collected, the purposes of its 
collection, how information protection is ensured operationally throughout the 
data lifecycle (from collection to destruction), irrespective of whether the data 
is paper based or in electronic format. 
Technology – e.g. the IT environment and infrastructure that supports the 
collection, transmission and/or storage of personal information, and the 
security controls in place to safeguard the data.
Governance – e.g. tone from the top, accountability framework, and corporate 
culture to demonstrate how privacy is top of mind for the organization, aligned 
with strategic objectives and embedded into day-to-day operations.
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Fieldwork – Data Lifecycle Review

Privacy by Design  

Identify privacy risks throughout the data lifecycle, 
from cradle to grave, focusing on security, 
information handling, user control, transparency
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Name and address

Location data

Credit card information

Employee data

Email address, IP address

Mobile and device data

Name and address

Location data

Credit card information

Employee data

Email address, IP address

Mobile and device data

Identify the types of personal information 
collected and its associated business purpose, 
considering purpose limitation, consent, etc.
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Appendix A:
Foundation for the Privacy Controls Framework
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The Underlying Foundation

Privacy by Design  

Fair Information Practices

Generally Accepted Privacy Principles (GAPP)

Fair information practices were first codified by the 
OECD in 1980.  These are reflected in Canadian 
Standards Model Code (CSA) Model Code as a set of 
10 privacy principles, now law in federal PIPEDA:
• Each principle is supported by objective, measurable 

criteria derived from Generally Accepted Privacy 
Principles (GAPP) that form the basis for effective 
management of privacy risk and compliance in an 
organization, including illustrative controls

Privacy Accountability Framework

The Privacy Commissioner of Canada issued the 
Guideline: Getting Accountability Right with a Privacy 
Management Program which outlines the regulators’ 
expectations of a Privacy Management Program:  
• Part A outlines privacy “building blocks” that every 

organization needs to have
• Part B discusses how to maintain and improve a Privacy 

Management Program on an ongoing basis
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The Underlying Foundation (cont.)

Privacy by Design  

ENISA Privacy and Data Protection by Design

In 2014, the European Union Agency for Network and 
Information Security (ENISA) issued a report on how 
privacy by design can be implemented with the help of 
engineering methods.  The focus is on the 
technological side:

ENISA Privacy by Design in Big Data

In 2015, the European Union Agency for Network and 
Information Security (ENISA) issued a report on 
privacy enhancing technologies in the era of big data 
analytics. The focus is on the switch from “big data 
versus privacy” to “big data with privacy.” To this end, 
ENISA made the following recommendations:

19

Privacy Techniques

 Authentication protocols

 Credentials

 Encryption

 Data minimization

 Privacy in databases

 Data masking techniques

 Data storage

 Transparency-enhancing techniques

Recommendations

• Privacy by design applied

• Decentralised data analytics

• Support and automation of policy
enforcement

• Transparency and control

• User awareness and promotions of PETs

• A coherent approach towards privacy 
and big data



The Underlying Foundation (cont.)

Privacy by Design  

Privacy Principles of ISO/IEC 29100

This international standard is complementary to 
existing ISO/IEC security standards by adding privacy 
perspectives to processing personally identifiable 
information by elaborating on the following privacy 
principles:

Internet of Things:  Privacy & Security in a 
Connected World, FTC Report

Traditional privacy principles need to be modified as 
new technologies emerge, especially where there is 
no customer interface:

Principle 1 Consent and choice

Principle 2 Purpose legitimacy and specification

Principle 3 Collection, use, retention & disclosure 
limitation

Principle 4 Data minimization

Principle 5 Accuracy and quality

Principle 6 Openness, transparency and notice

Principle 7 Individual participation and access

Principle 8 Accountability

Principle 9 Information security

Principle 10 Privacy compliance
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Management 
portals or 

dashboards

“Out of Band” “Out of Band” 
communications 

requested by 
consumers

General privacy 
menus Icons

A user experience 
approach

Choices at point of 
sale

Tutorials Codes on the 
device

Choices during set-
up



Opinion 7/2015
European Data Protection Supervisor

A Call for Transparency, User Control, Data Protection by Design and 
Accountability

“Technology and privacy-friendly engineering can play a key role 
in ensuring that transparency and user control,…., will become a 
reality. Laws, regulations, contractual terms, internal procedures, 
and privacy policies, while important, will not suffice on their own. 

Individuals need to be offered new, innovative ways to be 
informed about what happens to their data, and to exercise 
control over their data. This requires innovative and privacy-

friendly engineering as well as privacy-friendly organizational 
arrangements and business practices.”   Nov. 19th, 2015
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 Strike the right balance between privacy by policy (focuses on process and people) 
with privacy by architecture (focuses on technology and architecture design).



Appendix B:  
The 7 Foundational Principles of Privacy by Design 
Excerpt (Operational Guidance)
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Operational Guidance:

Anticipate and prevent privacy-invasive events before they happen. Don’t wait for privacy risks 
to materialize – The goal is to prevent the breaches from occurring, identify the risks, then take 
steps to avoid them. 

• Sample of our Objective and Measurable Assessment Criteria:
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Proactive not Reactive; Preventative not Remedial
Principle 1: 

Assessment criteria Illustrative control activities

1.1 Privacy Risk Management 
Plan

A risk assessment strategy 
and process is used to 
establish a risk baseline 
and to, at least annually, 
identify new or changed 
risks to personal 
information. develop and 
update responses to such 
risks.

1.1.1 Privacy Risk Assessment Process

 A process is in place to periodically assess the organization’s privacy practices, identify the risks to 
the organization’s personal information and implement mitigating controls. 

 Such risks may be external (such as loss of information by vendors or failure to comply with 
regulatory requirements) or internal (such as emailing unprotected sensitive information). When 
new or changed risks are identified, the privacy risk assessment and the response strategies are 
updated. The process tracks the implementation of mitigating and corrective actions and re-
evaluates practices and risks in a closed loop fashion.

1.1.2 Integration with Privacy Breach Management, Complaint Resolution and Monitoring

 The process considers factors, such as experience with privacy incident management, the complaint 
and dispute resolution process, and monitoring activities.



Operational Guidance:

• Seek to provide privacy assurance – delivering the maximum degree of privacy by ensuring 
that personal data are automatically protected in any given IT system or business practice. 
No action should be required on the part of the individual user to protect their privacy – it 
should be built into the system, automatically – by default.

• Sample of our Objective and Measurable Assessment Criteria:
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Privacy as the Default Setting
Principle 2: 

Assessment criteria Illustrative control activities

2.1 Privacy Settings by 
Default

Privacy controls should 
default to the protected 
state rather than having 
to be activated or 
selected (i.e. controls 
are built in and 
automatically switched 
on).

2.2 Data Minimization:  
Collection Limited to 
Identified Purpose

2.1.2 Configuration Defaulted to the Privacy Protected State

 The solution is configured such that the default settings protect user privacy (e.g. for a user 
facing application, prior to the collection of personal information, a user is provided 
notice/purpose of collection and prompted to consent to this collection utilizing an 
unchecked box, therefore requiring the user’s express, opt-in consent for the collection of 
his/her personal information).

 Use of anonymous identifiers or de-identification techniques (e.g. masking).

2.2.1 Systems and Procedures to Limit Collection

 System and procedural controls and procedures are in place to specify the personal 
information essential for the purposes identified in the notice.

 Re airport security:  concerns that unclothed physical features of an individual can be viewed 
can be addressed through privacy filters that transform raw image into an outline in which 
only potential threats are highlighted



Operational Guidance:

• Embed privacy requirements into the design and architecture of IT systems and business 
practices. Do not bolt them on as add-ons, after the fact. Privacy should be an essential 
component of the core functionality being delivered.

• Sample of our Objective and Measurable Assessment Criteria:
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Privacy Embedded into Design
Principle 3: 

Assessment criteria Illustrative control activities

3.1 Consideration of Privacy in 
Design Documentation

Privacy is considered 
during the 
technical/solution design.

3.1.1 Technical and Solution Design Documents

 Technical design documents, architectural documents, or solution design documents show that 
privacy was a requirement at the design stage.

3.1.2 Personal Information Life-cycle

 Privacy of personal information was considered throughout the full life-cycle, from inception through 
to destruction.

3.1.3 Scalability Requirements

 Scalability requirements were considered to ensure privacy is maintained within the foreseeable 
volume of records held or processed.



Operational Guidance:

• Accommodate legitimate interests and objectives in a positive-sum, doubly-enabling 
(win/win) manner, not through a zero-sum (win/lose) approach, where unnecessary trade-
offs are made. Avoid the pretense of false dichotomies, such as privacy vs. security –
substitute “and.” Demonstrate that it is indeed possible and preferable to have both 
functionalities.

• Sample of our Objective and Measurable Assessment Criteria:
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Full Functionality – Positive-Sum not Zero-Sum
Principle 4: 

Assessment criteria Illustrative control activities

4.1 Positive Sum

The organization can 
articulate and 
demonstrate the “positive 
sum” (e.g. no trade offs; 
win/win) characteristics of 
the solution, product or 
service.

4.1.3 Multi-Functional Solution

 The organization can attest to the “positive sum” characteristics of the solution, product, or service, 
and in its development, identified that the broad spectrum of requirements have been met in favour 
of achieving multi-functional solutions. Avoid profiling and discrimination on the basis of images and 
templates, and creating large, centralized databases of biometric data through strong authentication 
and policy controls.

4.1.4 Limit Unnecessary Trade-Offs

 The organization can attest to the “positive sum” characteristics of the solution, product, or service, 
and in its development, attests that all requirements have been satisfied to the greatest extent 
required by the organization and that unnecessary trade-offs between requirements were not made. 
For example, privacy was built into the architecture design with no sacrifice to usability, functionality, 
or security. 



Operational Guidance:

• Strong security is the key to privacy. Ensure cradle-to-grave, full lifecycle management of 
information, end-to-end, such that at the conclusion of the process, all the data are securely 
destroyed, in a timely fashion.

• Sample of our Objective and Measurable Assessment Criteria:
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End-to-End Security – Full Lifecycle Protection
Principle 5: 

Assessment criteria Illustrative control activities

5.2 Safeguarding of Personal 
Information

Personal information is 
protected, from start to 
finish, using 
administrative, technical 
and physical safeguards to 
prevent loss, misuse, 
unauthorized access, 
disclosure, alteration, and 
destruction.

5.2.1 Security Program

 A security program has been developed, documented, approved, and implemented that includes 
administrative, technical, and physical safeguards. The organization’s security program and privacy 
program are reviewed together to avoid duplications or contradictions and identify key areas that 
require collaboration between the two programs (e.g. incident/breach management process). 

5.2.2 Processes, Systems and Third Parties that Handle Personal Information

 The security program includes documented and implemented safeguards to identify all types of 
personal information and the related processes, systems, and third parties that are involved in the 
handling of such information. 



Sample of our Objective and Measurable Assessment Criteria (cont.):
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End-to-End Security – Full Lifecycle Protection
Principle 5: 

Assessment criteria Illustrative control activities

5.3 Logical Access to Personal 
Information

Logical access to personal 
information is restricted by 
procedures that address 
the following matters:

a. Authorizing and 
registering internal 
personnel and individuals.

b. Identifying and 
authenticating internal 
personnel and individuals.

d. Granting privileges and 
permissions for access to 
IT infrastructure 
components and personal 
information.

5.3.1 “Need to Know” and “Least Privileges”

 Systems and procedures are in place to establish the level and nature of access that will be provided 
to users based on the sensitivity of the data and the user’s legitimate business need to access the 
personal information.  (database encryption and storage)

5.3.2 User Authentication

 Systems and procedures are in place to authenticate users, for example, by user name and password, 
certificate, external token, or biometrics before access is granted to systems handling personal 
information. 

5.3.5 User Authorization Process

 User authorization processes consider the following: (i) How the data is accessed (internal or external 
network), as well as the media and technology platform of storage; (ii) Access to paper and backup 
media containing personal information; and (iii) Denial of access to joint accounts without other 
methods to authenticate the actual individuals. Note: Some jurisdictions require stored data (at rest) 
to be encrypted or obfuscated 

5.3.6 User Access Logs

 User access (e.g. view, modify, delete access) is logged and monitored on a regular basis, and 
unauthorized access or suspicious user activity is flagged accordingly.



Sample of our Objective and Measurable Assessment Criteria (cont.):
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End-to-End Security – Full Lifecycle Protection
Principle 5: 

Assessment criteria Illustrative control activities

5.4 Physical Access Controls

Physical access is 
restricted to personal 
information in any form 
(including the components 
of the entity’s system(s) 
that contain or protect 
personal information).

5.4.1 Physical Access to Personal Information

 Systems and procedures are in place to manage logical and physical access to personal information, 
including hard copy, archival, and backup copies. 

5.4.2 Monitoring

 Systems and procedures are in place to log and monitor access to personal information. 

5.4.3 Unauthorized or Accidental Destruction

 Systems and procedures are in place to prevent the unauthorized or accidental destruction or loss of 
personal information.

5.4.4 Breach Management

 Systems and procedures are in place to investigate breaches and attempts to gain unauthorized 
access.

5.4.6 Reports Containing Personal Information

 Systems and procedures are in place to maintain physical control over the distribution of reports 
containing personal information.



Sample of our Objective and Measurable Assessment Criteria (cont.):
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End-to-End Security – Full Lifecycle Protection
Principle 5: 

Assessment criteria Illustrative control activities

5.6 Transmitted Personal 
Information

Personal information 
collected and transmitted 
over the Internet, over 
public and other non-
secure networks, in the 
cloud and over wireless 
networks is protected.

5.6.1  Encryption Procedures

 Systems and procedures are in place to define minimum levels of encryption and controls. 

 Cryptographic techniques  to secure private objects (e.g. a face or body) so it may only be viewed by 
designated persons of authority, by unlocking encrypted object with a key

5.6.3  Wireless Transmissions

 Systems and procedures are in place to encrypt personal information collected and transmitted 
wirelessly to protect wireless networks from unauthorized access.

5.7 Retention and Storage 
of Personal Information

Personal information is 
retained for no longer than 
necessary to fulfill the 
stated purposes, unless a 
law or regulation 
specifically requires 
otherwise, and is stored 
securely.

5.7.1  Retention and Destruction Procedures

 The organization documents its retention policies and disposal procedures.

5.7.2 Limit Retention

 The organization ensures personal information is not kept beyond the standard retention time unless 
a justified business or legal reason for doing so exists.

5.7.3 Contractual Retention Requirements

 The organization contractual requirements are considered when establishing retention practices 
when they may be exceptions to normal policies.



Operational Guidance:

• Stakeholders must be assured that whatever the business practice or technology involved, it 
is, in fact, transparent to the user, and operating according to the stated promises and 
objectives, subject to independent verification. Remember, it’s not your data – trust but 
verify.

• Sample of our Objective and Measurable Assessment Criteria:
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Visibility and Transparency – Keep it Open!
Principle 6: 

Assessment criteria Illustrative control activities

6.2 Openness 

Information about an 
organization’s privacy 
policies and procedures, 
including the name of the 
Privacy Officer and their 
responsibilities, are user-
friendly, communicated 
and made readily available 
to the public, internal 
personnel and third parties 
who need them.

6.2.2 Transparency of Privacy Policies and Practices

 There is a mechanism for individuals to acquire information about privacy policies and practices 
without unreasonable effort. This information is made available in a form that is generally 
understandable. 

 Strong policies need to be implemented in conjunction with surveillance technologies to restrict 
access to decryption key to limit who may access the information

 Protocols should be established governing video surveillance and whole body imaging activities 
(access for example only if crime has been committed or safety mishap occurred).



Operational Guidance:

• Architects and operators must keep the interests of the individual uppermost by offering 
such measures as strong privacy defaults, appropriate notice and empowering user-friendly 
options. Keep it user-centric.

• Sample of our Objective and Measurable Assessment Criteria:
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Respect for User Privacy – Keep it User-Centric
Principle 7: 

Assessment criteria Illustrative control activities

7.2 Consent and Notice

Individuals are informed 
about (a) the choices 
available to them with 
respect to the collection, 
use, and disclosure of 
personal information, and 
(b) that implicit or explicit 
consent is required to 
collect, use, and disclose 
personal information, 
unless a law specifically 
requires or allows 
otherwise.

7.2.1 Clear and Concise Notice for Privacy Choices Available to Individuals

 The organization’s privacy notices or privacy preferences/user settings describe, in a clear and 
concise manner, the choices available to the individual regarding the collection, use, and disclosure 
of personal information. The organization provides the individual with a summary of the applicable 
consent applied to them (i.e. consent receipt) after their information has been collected.


