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Quantum cryptography can provide unconditional secure communication between 

two or more parties based on the fundamental principles of quantum mechanics.

Quantum private comparison (QPC), as one of the most significant quantum 

cryptographic protocols, can be used to protect users’ privacy in existing IT 

applications, including anonymous voting and auctions, secure mining, private 

quarrying, authentication and so on. 

Introduction

Our proposed scheme has several critical features: 

 Dishonest participants cannot individually or jointly attack the scheme.

 Our protocol is dynamic and flexible.

 TPs and participants only generate single photons and perform single-

photon measurements. 

 The communication cost is significantly reduced.

Discussions

Figure 2: A Secret of Length 12 Can be Divided Into a Number of 
Blocks.
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The existing quantum private comparison protocols still suffer from an inadequate 

level of security and low efficiency. 

Before comparing the private data, there are two main processes: 

 A validation check.

 The initial preparation, encryption, and encoding. 

Finally, the two third parties (TP1 and TP2), and the participants execute the 

following two rounds:

 Round 1: TP1 performs a comparison between the first part of Alice and Bob’s 

secrets.

 Round 2: TP2 compares the second part of Alice and Bob’s secrets and 

announces the final result.

Methodology

Our results can be summarized as follow: 

 The correctness of the computation has been proved and verified .

 The security analysis and proofs demonstrated that:

 Our protocol is fully secure against outside attacks.

 The most threatening attack (participant attack) is not possible 

in our work. 

 The efficiency performance of our protocol ranges from 25 – 100% 

better. 

Results

Our security analysis and correctness proved that the proposed protocol is: 

 Correct and fully secure against outside attack.

 Not open to participant attack.

Compared to existing schemes, our protocol is more efficient, more secure 

and more feasible. 

Thus, our scheme is an ideal choice for comparing private information of  

N parties. 

Implications

Figure 1: The Proposed Dynamic Multiparty QPC Protocol for N Participants

Background
Research Questions:

 How have the current QPC protocols dealt with inside attacks?

 What is the opportunities to make the communication among participants 

unnecessary in a QPC protocol?  

 To what extent is it possible to design a highly secure QPC protocol while at the 

same time giving the highest efficiency? 

Objectives: Our objective is to propose a QPC protocol considering the following 

features: 

 Ensures Security

 Protects Privacy

 Improves Efficiency  

Table 1 : All Possible Encrypted Data from Two Bits According to the 
Initial Preparation and Encryption Method, where 𝐗𝐗𝟏𝟏 =
𝐊𝐊𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫
𝟏𝟏 ⨁ 𝐗𝐗𝐩𝐩𝐫𝐫𝐫𝐫𝐩𝐩_𝟏𝟏, 𝐗𝐗𝟐𝟐 = 𝐊𝐊𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫

𝟐𝟐 ⨁ 𝐗𝐗𝐩𝐩𝐫𝐫𝐫𝐫𝐩𝐩_𝟐𝟐. 

𝑋𝑋1 𝑋𝑋2 𝑋𝑋12 𝑋𝑋1′ 𝑋𝑋12′
To be sent to TP1 To be sent to TP2

𝐶𝐶𝑎𝑎1 = 𝑋𝑋1 ⊕ 𝑋𝑋1′ 𝑋𝑋12 = 𝑋𝑋1⊕𝑋𝑋2

0 0 0 1 1 1 0

0 1 1 0 1 0 1

1 0 1 0 0 1 1

1 1 0 1 0 0 0
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